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Co se stane s vasimi bitcoiny
pokud zitra zmizite?



%IEHIID

? ©
) v

Jak zajistit dédictvi bez toho abych musel
nékomu duvérovat?

;?
7 /A\Q & ) ) /m\%{
9 @ 2? ©

A



~— Jamuzu utratit kdykoli
) C
\ nebo )

Druhy kli¢ muze utratit po 6 mésicich



Lze i ted, ale

e velmi slozZité na napsani v nativni vrstvé bitcoinu (bitcoin script)
e obtizné auditovatelné; snadno se udéla chyba

vvvvv

e pro slozitéjsi véci nasobné narocnéjsi




CO
VLASTNE
CHCEME?



Chceme smart
kontrakty (scénare),

které jsou:

1. auditovatelné

2. bezpecné

3. standardizované

4. srozumitelné uzivateli




Adresa

bclgquxwuhgd97s9516rcvm2uyal2bfsndvi8ru490vyahed6g219fx4jgtOxtgb

prefix checksum



Evaluace scriptu

4,

bclguxw..gt0xtgb



Evaluace scriptu



Evaluace scriptu
4,

unlocking script



Evaluace scriptu

@ i

unlocking script

= False x



Script

7 se rovna 3+4

<OP_7> <OP_3 OP_4 OP _ADD OP_EQ>



Script - standardni

tady je dukaz :ze



Script - standardni

e Taproot (P2TR) (bc1p...)
e SegWit (P2WPKH) (bc1q...)
e Legacy SegWit (P2SH-P2WPKH)

(3...)
e Legacy (P2PKH) (1...)



Script - komplexni

Alice OP CHECKSIG OP IFDUP OP NOTIF Bob OP CHECKSIGVERIEFEY
f003 OP CSV OP ENDIF

Alice muze poslat kdykoliv, ale Bob az po tydnu.



Miniscript

bezpelny subset Bitcoin Scriptu
deklarativni (ne imperativni)
umoznuje snadnou kompozici

3 urovné
o Policy
o  Miniscript
o Script



Miniscript - Policy

e Kklice

0 pk(NAME)
e timelocks

O older (NUM)

o0 after (NUM)
e kompozice

o and(POL1, POL2)
o or(POL1, POL2)
o thresh(NUM, POL1, POL2, ..))



Policy - standardni

pk (Alice) Alice OP_CHECKSIG



Policy - Multisig

and ( Alice OP_CHECKSIGVERIFY
Pk (Alice), Bob OP_CHECKSIG
pk (Bob)

)

thresh (

OP_PUSHNUM 2 Alice
Bob Charlie

OP_ PUSHNUM 3

OP CHECKMULTISIG

pk (Alice),

pk (Bob) ,

pk (Charlie)
)



Policy - jednoduché dedictvi

or (
pk (Alice),
and (
pk (Bob) ,
older ( )

Alice muze poslat kdykoliv, ale Bob az po tydnu.

Alice OP_CHECKSIG
OP IFDUP OP NOTIF
Bob

OP CHECKSIGVERIFY
f003 OP_CsvVv
OP_ENDIF



Policy - dedictvi s multisigem

or ( _
i Alice OP CHECKSIG
pk (Alice), _
OP IFDUP OP NOTIF
e OP PUSHNUM 2 Bob
thresh ( _ [

Charlie Eva

' P PUSHN
pk (Bob) , OP_PUSHNUM 3

k (Charlie) OP_CHECKMULTISIGVERIFY
ik(Eva) ' £003 OP_CSV OP ENDIF

)
older ( )



Policy - dedictvi s multisigem opt. pro Alici

or (

@pk (Alice),

and (
thresh (

pk (Bob) ,

pk (Charlie),

pk (Eva)

)
older (

)

Alice OP_CHECKSIG OP_IFDUP
OP_NOTIF OP_DUP OP_HASH160
9a1c¢78a507689f6f54b847ad1cef1e6
14ee23f1e OP_EQUALVERIFY
OP_CHECKSIG OP_TOALTSTACK
OP_DUP OP_HASH160
4f99bbf75707e44bc2afa65337dece9
14e817aac OP_EQUALVERIFY
OP_CHECKSIG
OP_FROMALTSTACK OP_ADD
OP_TOALTSTACK OP_DUP
OP_HASH160
1e22c04e0df917ffa2a3bd456968430
426886e11 OP_EQUALVERIFY
OP_CHECKSIG
OP_FROMALTSTACK OP_ADD
OP_PUSHNUM_2
OP_EQUALVERIFY f003 OP_CSV
OP_ENDIF



Realné pouziti
miniscriptu



Miniscript je zpUsob, jak standardné a
bezpecné popsat:

e Kdo muze utratit

e Zajakych podminek
e S jakym recovery scénarem




1. Pokrocilé Multisig & Recovery

e napf. vytvoreni obnovovacich kli¢U, které se aktivuji pouze po
nec¢innosti puvodnich klicl

2. Dédictvi (timelock recovery)
e jasné definovani dédic¢né cesty
e bezpecné implementace timelocku
e jednoznacné vysvétleni uzivateli

3. Privacy u slozitéjSich skriptu

e Jednotny zpusob konstrukce skriptu
e moznost skryt vétve policy



problem No. 1

e nestandardnost scriptU - potreba ovérit policy na zarfizeni
e generace adres dle danych instrukci e registrace policy na zafizeni
- potreba uchovavat policy Isr:::j‘r)itance wallet —  \valietdescriptor X

Review and register the wsh(or_d(pk(@8/<0;

iz &i 11
e na plnou obnovu jiz nestaci pouze seed!!! isllet's Gollcy: Basle T1%) ;and. v (v:pkh
< P . . . . inheritance polic @1/<0;1>/*),o0lder(

o potFeba zalohovat jednotlivé policy POty )

Tap to continue



problem No. 2

OP_IF or_i(
OP_2 multi(2, A, B, C),
<PubKeyA> <PubKeyB> <PubKeyC> and_v(
OP_3 older(25920),
OP_CHECKMULTISIG » multi(1, D, E)
OP_ELSE )
<25920> OP_CHECKSEQUENCEVERIFY )
OP_DROP Wallet descriptor X
OP_1
<PubKeyD> <PubKeyE> wsh(or_d(pk(@@/<8;
OP 2 1>/*),and_v(v:pkh(
- @1/<0;1>/*),0lder(
OP_CHECKMULTISIG 1))))
OP_ENDIF




problem No. 2

standardni spend: 2-of-3 multisig (A,B,C) or_i(
kdykoliv multi(2, A, B, C),
. S and_(
recovery spend: po timelocku (6 mésicl) older(25920)
staci 1-of-2 (D,E) multi(1, D, E)
)
)

Wallet descriptor X

wsh(or_d(pk(@0/<0;
1>/*),and_v(v:pkh(
@1/<08;1>/*),o0lder(
1))))



Inheritance wallet _
setup -

Review and register the
wallet's policy: Basic
inheritance policy

Tap to continue

o Cancel

> Wallet descriptor

Wallet descriptor X

wsh(or_d(pk(@8/<0;
1>/*),and_v(v:pkh(
@1/<0;1>/%*),0lder(
1))))




Primary key =

Allows for spending
available funds at any time.

tpubDCZB6sR48s4T5C
r8qHUYSZEFCQMMHRg8
AoVKVmvcAP5bRw7ArD
KeoNwKAJujV3xCPkBv

XH5ejSgbgyN6kR 1

Tap to continue

Inheritance key

Allows for spending
available funds after 1
blocks.
tpubDCNhwLKYSSu2FK
ssoMziAdwhAAKS3bAS
H7wZYkNmJ7sUS5hW9Lg
DaAQPge7ivAksk

Tap to continue

Basic inheritance —_
policy -

Testnet
tb1qzvr7ptes6kqg2ee
0745a7h2n639etfz43
nsz9d2jn8ubwz8egx0
hgnr5pza

Tap to continue




Diky



